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57 ABSTRACT

Methods and systems to automatically respond to consider
the weight of a request when responding to requests associ-
ated with resources are described. In one embodiment, an
interface module may be configured to receive a request asso-
ciated with consumer identifier and a resource. A calculator
module may be configured to determine a weight of the
request and a usage module configured to calculate, using a
processor, a usage level associated with the consumer identi-
fier, the usage level based on a usage history associated with
the consumer identifier. An enforcer module may also be
configured to respond to the request based on the usage level
and the weight of the request. In one embodiment, the usage
module may also be configured to update the usage level
associated with the consumer identifier based on the weight
of the request.

20 Claims, 4 Drawing Sheets
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WEIGHTED REQUEST RATE LIMITING FOR
RESOURCES

CROSS-REFERENCE TO A RELATED
APPLICATION

This application claims the benefit of U.S. Provisional
Patent Application entitled “Weighted Request Rate Limiting
for Electronic Resources,” App. No. 61/316,763, filed Mar.
23, 2010, the content of which is herein incorporated by
reference in its entirety.

TECHNICAL FIELD

The present application relates generally to the technical
field of electronic communications and, in one specific
example, to weighted request rate limiting for electronic
resources.

BACKGROUND

In an online system providing access to resources, the rate
of requests for those resources may be limited to prevent
overuse or abuse by requesters. Traditional rate limiting may
involve restricting the number of requests an individual
requester, or a group of requesters, may make in a given time
period.

BRIEF DESCRIPTION OF THE DRAWINGS

Some embodiments are illustrated by way of example and
not limitation in the figures of the accompanying drawings in
which:

FIG. 1 is a block diagram of that illustrates a network
environment within which a resource provider infrastructure
100 for electronic resources may be implemented in accor-
dance with an example embodiment;

FIG. 2 is a block diagram that illustrates a resource request
module 200 in accordance with one example embodiment;

FIG. 3 is a flow diagram illustrating a method to respond to
arequest based on a weight of the request in accordance with
one example embodiment; and

FIG. 4 shows a diagrammatic representation of machine in
the example form of a computer system within which, accord-
ing to various embodiments, a set of instructions, for causing
the machine to perform any one or more of the methodologies
discussed herein, may be executed.

DETAILED DESCRIPTION

Example methods and systems for weighted request rate
limiting for electronic resources are described. In the follow-
ing description, for purposes of explanation, numerous spe-
cific details are set forth in order to provide a thorough under-
standing of example embodiments. It will be evident,
however, to one skilled in the art that embodiments of the
present invention may be practiced without these specific
details.

Resource providers may provide a number of resources to
resource consumers. To gain access to one or more of the
resources, a resource consumer may send a request associated
with one or more resources to the resource provider and the
resource provider may be configured to respond to the request
by providing the requested resource or enabling the requested
resource to be provided to the consumer in servicing the
request. For example, resource providers may provide access
to facilities, services, documents, information, manufactured
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goods, raw materials, or electronic resources that may include
electronic documents, web pages, bandwidth, electronic ser-
vices (e.g., search services, database access, access to servers
and server capabilities, application functionality, processing,
etc.), among other things.

Providing consumers with access to resources may impact
a resource provider’s infrastructure. Each resource provided
to a consumer may have an associated weight or cost on the
provider’s infrastructure. When multiple resources are
requested and provided to multiple consumers, the weights or
costs associated with the requests add up. For example, in the
context of a network-based application platform such as a
publishing platform or a marketplace platform, a resource
consumer may submit a query request that requires a number
of resources, such as some processing by a database server.
The processing by the database server needed by the query
may have certain associated costs that may be measured, for
example, by the amount of time (e.g., processing time),
memory, bandwidth, storage, or other computing resources.
When a number of query requests and other requests require
processing from the database server (e.g., record creation
requests, record modification requests, record deletion
requests, database management requests, etc.), the costs for a
database server may approach or even exceed the database
server’s limits on its capabilities. Furthermore, responding to
certain requests may impose different burdens on varying
resources, and differing degrees of burden on the infrastruc-
ture than responding to other requests (e.g., querying a data-
base may require substantially more processing than a
webpage request). Overuse or abuse by a resource consumer
may ultimately degrade the infrastructure’s ability to serve
other resource consumers.

To protect against overuse or abuse by resource consumers,
the resource provider may impose limits on the rate at which
a resource consumer may request a resource. In certain cases,
a resource provider may limit the number of requests from a
resource consumer. However, in such cases, the situation may
arise where the resources provided by the resource provider’s
infrastructure are dominated by resource requests associated
with a high cost or weight (e.g., expensive resource requests)
to the detriment of resource requests associated with a low or
negligible cost or weight. For example, a resource’s capabili-
ties may be taken up by servicing expensive resource requests
(e.g., those that produce a greater infrastructure impact) to the
extent that the limits of the resource’s capabilities are reached
and a number of resource requests, both cheap (e.g., requiring
less infrastructure impact) and expensive, are not able to be
fulfilled.

In one embodiment, a resource provider may protect its
infrastructure without unduly restricting access to its
resources by performing a rate limiting function in a burden
sensitive way (e.g., accounting for the infrastructure impact
and burden imposed by serving a each specific resources
request when limiting the rate or resource requests). By tak-
ing into consideration the weight or cost of a request on the
infrastructure’s resources in managing requests and not
merely the number of requests, the resource provider may, in
some embodiments, provide better infrastructure protection
or enable more efficient and fair use of its infrastructure.

FIG. 1 is a block diagram that illustrates a network envi-
ronment within which a resource provider infrastructure 100
for electronic resources may be implemented in accordance
with an example embodiment. Although the embodiment of
FIG. 1 illustrates a resource provider infrastructure 100 for
electronic resources, other types of resources are also con-
templated. Infrastructure 100 may include one or more server
modules 110, a resource request module 120, and one or more
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electronic resources 130. In one embodiment, the compo-
nents of infrastructure 100 may be located on a single
machine or at a single location. In other embodiments, how-
ever, the components may be distributed over one or more
machines or networks. The server modules 110 may be com-
municatively coupled to the resource request module 120 and
the electronic resources 130. The resource request module
120 may also be logically coupled to the electronic resources
130 (not shown) to be aware of the burden imposed on the
resources 130 in serving a request, also known as the
request’s cost or weight. Although FIG. 1 illustrates the
resource request module 120 as being distinct from the server
module 110, in other embodiments, the resource request
module 120 may be a component in the server module 110.

The infrastructure 100 may be connected to one or more
resource consumers 140 via a network 150, such as, for
example, the Internet or a wide area network (WAN). The
resource consumer 140 may be a person, a machine, an appli-
cation, a function, or any other entity that may make a request
of the infrastructure 100. The resource consumer 140 may
connect to an interface of a server module 110 through the
network 150 to make a request that is associated with one or
more electronic resource 130. For example, a web client of
the resource consumer 140 may interact with a web interface
for a server module 110 or a client application of the resource
consumer 140 may interact with an application programming
interface (API) of the server module 110. While the network
environment shown in FIG. 1 employs a client-server archi-
tecture, embodiments disclosed herein are not limited to such
an architecture and could equally well find application in a
distributed, or peer-to-peer, architecture system, for example.
In still another possible embodiment, the resource consumer
can be collocated with the server module through software
layering in a computer process. In other words, the consumer
may not necessarily need to communicate with the server
module via a network.

A server module 110 receiving a request from a resource
consumer may inform the resource request module 120 of the
request and may seek instructions or a recommendation from
the resource request module 120 on actions to take on the
request. In one embodiment, in addition to any necessary
request formatting, the server module 110 may also deter-
mine a consumer identifier and include the consumer identi-
fier with the request it sends to the resource request module
120. The consumer identifier may be received by the server
module 110 as a parameter of the request or some other
communication from the resource consumer, or it may be
inferred from other information available to the server mod-
ule 110. For example, an inferred consumer identifier may be
an internet protocol (IP) address that is determined by the
server module 110. On the other hand, an application ID or
user ID may be supplied to the server module 110 directly by
the consumer. Other examples of consumer identifiers (e.g.,
subject identifier) may include a process 1D, a group 1D
representing a group of consumer identifiers, or a media
access control (MAC) address, among other things.

The request module 120 responds to the request and may
provide the server module 110 with instructions or recom-
mendations on how to handle the request. Once the server
module 110 receives instructions or a recommendation from
the resource request module 120, the server module 110 may
implement those instructions or analyze the recommenda-
tions before taking further actions. Example actions may
include, but are not limited to, allowing the request, denying
the request, flagging the request, assigning a lower priority to
the request, holding the request in a queue, providing an
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alternative quality of service for the request, sending a noti-
fication, or applying some other condition to the request.

FIG. 2 is a block diagram that illustrates a resource request
module 200 in accordance with one example embodiment.
The resource request module 200 may comprise an interface
module 210, a calculator module 220, an enforcer module
230, a policy module 240, a usage module 250, and one or
more data stores 260 (e.g., databases, memories, etc.) that
may be used by the modules. The various modules described
may be implemented in hardware, software, firmware, or a
combination of the above.

The policy module 240 may be configured to store and
maintain user policies for the resources. The user policies
may comprise one or more rules that govern the ability of
resource consumers to access resources. A user policy may
restrict access to resources based on a particular consumer
identifier associated with the request, the type of consumer
identifier associated with the request, or a particular group
that includes the consumer identifier associated with the
request.

The interface module 210 may be configured to communi-
cate with a server module 110 and possibly resource consum-
ers 140. For example, the interface module may 210 receive a
request from a server module 110 or from a resource con-
sumer 140. The calculator module 220 may be configured to
determine the weight of various requests on one or more
resources 130. The usage module 250 may be configured to
manage, maintain, and update usage histories of the con-
sumer based on requests made by the consumer and also
calculate ausage level for the consumer. After the one or more
usage levels are calculated, the enforcer module 230 may
decide how to respond to the request based on the usage levels
and usage policy and respond accordingly. Further details
may be better understood in the context of the embodiment
illustrated by FIG. 3.

FIG. 3 is a flow diagram illustrating a method 300 to
respond to a request based on a weight of the request accord-
ing to an example embodiment. At operation 310, the inter-
face module 210 receives a request which may include a
consumer identifier that indicates the consumer making the
request and at least one resource identifier that identifies the
one or more resources that may be used in servicing the
request. After the request is received, at operation 320, the
calculator module 220 determines the weight of the request.
For example, the calculator module 220 may identify which
resources are required to service the request, determine how
much of each resource is required, determine how much time
is required to service the request, etc. Based on these and
possibly other factors, the calculator module 220 may gener-
ate a weight using a predetermined metric or formula.

In another embodiment, the weight of the request may be
determined by identifying the type or category of the request
and, in some instances, parameters associated with the
request. The type and/or parameters may be used to calculate
a predicted or estimated weight of the request or look up a
predetermined weight value in a database. These predicted or
estimated weights may be based on servicing or responses to
previous requests of a similar type or with similar parameters.
For example, a request may be ofthe “query request” type and
the parameters for the request may be based on the category or
database to be searched or the search terms associated with
the request (e.g., the number of search terms, the particular
search terms, the expected number of search results, etc.). In
this scenario, the calculator module 220 may determine a
weight associated with the request based on the “query
request” type and the particular parameters associated with
the request.
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After the weight of the received request is determined, the
usage module 250 may calculate the usage level of the con-
sumer based on the usage history of the consumer at operation
330 and, in some embodiments, the weight of the request as
well. The usage level is a measure (e.g., a counter) of how
much a consumer is utilizing certain resources in a resource
provider infrastructure and may be expressed in terms of a
usage policy that is stored in the policy module 240. For
example, if the applicable usage policy contains a rule where
requests associated with some resource will be restricted in
some way if that particular resource consumer has an aggre-
gated weight of over a certain amount over a specific time
period, the usage level associated with a particular consumer
identifier may be calculated as the aggregated weight of the
requests associated with the consumer identifier over the
specified time period.

In another embodiment, a usage policy may be based on a
change in a pattern in the usage history associated with the
consumer identifier. For example, the usage policy may con-
tain a rule that restricts requests from a consumer if the
consumer’s average response time for a request grows a cer-
tain amount over a specified time period. In this case, the
usage level may be expressed by the consumer’s change in
average response time for a request over the specified time
period. Other example usage policies may impose a simple
aggregated weight limit where the aggregated weights of
requests associated with a particular consumer identifier may
not exceed the weight limit or a weight limit per requests
where a request that will have a weight over the weight limit
will be restricted.

Thus, the usage level may be thought of, in some embodi-
ments, as a measure of the burden imposed by a particular
consumer’s requests in the context of the applicable usage
policy. In some cases a usage policy may contain several
policy rules and, as a result, several usage levels may need to
be calculated. Once the usage level of the consumer is deter-
mined, the enforcer module 230 may determine an appropri-
ate response to the request based on the usage policy and
respond to the request at operation 340 (e.g., produce a rec-
ommended action for the request based on the usage level).
For example, if the usage level is above a certain value, the
enforcer module 230 may, in accordance with the usage
policy, reject the consumer’s request or recommend that the
server module 110 reject the consumer’s request.

As discussed above, the usage history of a consumer may
be used to calculate the usage level associated with a con-
sumer. In one embodiment, the usage module 250 may also be
configured to monitor the usage histories. For example, the
request information associated with each request received
may be recorded in a database. As each request from a con-
sumer is received, the usage module 250 may update the
usage history for the consumer based on the request informa-
tion. The request information may include the predicted
weight of the request, the actual weight of the request, the size
of'the response, the time received, the time needed to respond
to the request (e.g., response time), the request type, request
parameters, the consumer identifier associated with the
request, etc. By updating the usage history after receiving a
request, the usage module 250 will be able to provide an
updated calculation of the usage level associated with a con-
sumer for subsequent requests by the consumer.

In one embodiment, a resource request module 200 may
comprise more than one set of calculator modules 220,
enforcer modules 230 and usage modules 250 in order to
provide additional scalability capabilities. Each set of mod-
ules may be configured to handle received requests in parallel.
In one embodiment, the different sets of modules may handle
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different categories of requests and the interface module 210
that receives the request may be configured to determine the
category of the request and transmit the request to the appro-
priate set of modules. For example, one set of modules may
handle “query” type requests while another set of modules
may be configured to handle “web page” type requests. In
another embodiment, the responsibilities of each set of mod-
ules may be organized based on which set of resources are
being used and to what extent.

Sets of modules may also be organized based on a category
or grouping of consumer identifiers. For example, in one
embodiment, requests that are associated with consumer
identifiers that are [P addresses may be handled by one set of
modules, requests that are associated with consumer identi-
fiers that are application IDs may be handled by another set of
modules, and requests that are associated with consumer
identifiers that are user IDs may be handled by still another set
of modules.

FIG. 4 shows a diagrammatic representation of machine in
the example form of a computer system 400 within which,
according to various embodiments, a set of instructions, for
causing the machine to perform any one or more of the meth-
odologies discussed herein, may be executed. In alternative
embodiments, the machine operates as a standalone device or
may be connected (e.g., networked) to other machines. In a
networked deployment, the machine may operate in the
capacity of a server or a client machine in server-client net-
work environment, or as a peer machine in a peer-to-peer (or
distributed) network environment. The machine may be a
server computer, a client computer, a personal computer
(PC), a tablet PC, a set-top box (STB), a Personal Digital
Assistant (PDA), a mobile device, a cellular telephone, a web
appliance, a network router, switch or bridge, or any machine
capable of executing a set of instructions (sequential or oth-
erwise) that specify actions to be taken by that machine.
Further, while only a single machine is illustrated, the term
“machine” shall also be taken to include any collection of
machines that individually or jointly execute a set (or multiple
sets) of instructions to perform any one or more of the meth-
odologies discussed herein.

The example computer system 400 includes a processor
402 (e.g., a central processing unit (CPU) a graphics process-
ing unit (GPU) or both), a main memory 404 and a static
memory 406, which communicate with each other via a bus
408. The computer system 400 may further include a video
display unit 410 (e.g., a liquid crystal display (LCD) or a
cathode ray tube (CRT)). The computer system 400 also
includes an alphanumeric input device 412 (e.g., a keyboard),
a cursor control device 414 (e.g., a mouse), a disk drive unit
416, a signal generation device 418 (e.g., a speaker) and a
network interface device 420.

The disk drive unit 416 includes a machine-readable
medium 422 on which is stored one or more sets of instruc-
tions (e.g., software 424) embodying any one or more of the
methodologies or functions described herein. The software
424 may also reside, completely or at least partially, within
the main memory 404 and/or within the processor 402 during
execution thereof by the computer system 400, the main
memory 404 and the processor 402 also constituting
machine-readable media.

The software 424 may further be transmitted or received
over a network 426 via the network interface device 420.
While the machine-readable medium 422 is shown in an
example embodiment to be a single medium, the term
“machine-readable medium” should be taken to include a
single medium or multiple media (e.g., a centralized or dis-
tributed database, and/or associated caches and servers) that
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store the one or more sets of instructions. The term “machine-
readable medium” shall also be taken to include any medium
that is capable of storing, encoding or carrying a set of instruc-
tions for execution by the machine and that cause the machine
to perform any one or more of the methodologies of the
present invention. The term “machine-readable medium”
shall accordingly be taken to include, but not be limited to,
solid-state memories, optical media, and magnetic media.

Certain embodiments are described herein as including
logic or anumber of components, modules, or mechanisms. A
module is a non-transitory and tangible unit capable of per-
forming certain operations and may be configured or
arranged in a certain manner. In example embodiments, one
or more computer systems (e.g., a standalone, client or server
computer system) or one or more components of a computer
system (e.g., a processor or a group of processors) may be
configured by software (e.g., an application or application
portion) as a module that operates to perform certain opera-
tions as described herein.

In various embodiments, a module may be implemented
mechanically or electronically. For example, a module may
comprise dedicated circuitry or logic that is permanently
configured (e.g., as a special-purpose processor) to perform
certain operations. A module also may comprise program-
mable logic or circuitry (e.g., as encompassed within a gen-
eral-purpose processor or other programmable processor)
that is temporarily configured by software to perform certain
operations. It will be appreciated that the decision to imple-
ment a module mechanically, in dedicated and permanently
configured circuitry, or in temporarily configured circuitry
(e.g., configured by software) may be driven by cost and time
considerations.

Accordingly, the term “module” should be understood to
encompass a tangible entity, be that an entity that is physically
constructed, permanently configured (e.g., hardwired) or
temporarily configured (e.g., programmed) to operate in a
certain manner and/or to perform certain operations
described herein. Considering embodiments in which mod-
ules are temporarily configured (e.g., programmed), each of
the modules need not be configured or instantiated at any one
instance in time. For example, where the modules comprise a
general-purpose processor configured using software, the
general-purpose processor may be configured as respective
different modules at different times. Software may accord-
ingly configure a processor, for example, to constitute a par-
ticular module at one instance of time and to constitute a
different module at a different instance of time.

Modules can provide information to, and receive informa-
tion from, other modules. Accordingly, the described mod-
ules may be regarded as being communicatively coupled.
Where multiple of such modules exist contemporaneously,
communications may be achieved through signal transmis-
sion (e.g., over appropriate circuits and buses) that connect
the modules. In embodiments in which multiple modules are
configured or instantiated at different times, communications
between such modules may be achieved, for example,
through the storage and retrieval of information in memory
structures to which the multiple modules have access. For
example, one module may perform an operation, and store the
output of that operation in a memory device to which it is
communicatively coupled. A further module may then, at a
later time, access the memory device to retrieve and process
the stored output. Modules may also initiate communications
with input or output devices, and can operate on a resource
(e.g., a collection of information).

Thus, a method and system for weighted request rate lim-
iting for electronic resources have been described. Although
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the present invention has been described with reference to
specific example embodiments, it will be evident that various
modifications and changes may be made to these embodi-
ments without departing from the broader spirit and scope of
the invention. Accordingly, the specification and drawings are
to be regarded in an illustrative rather than a restrictive sense.
Embodiments of the systems and methods disclosed herein
may be used to protect infrastructure from intentional and
un-intentional heavy usage of resources. For example,
embodiments of the systems and methods disclosed herein
may detect and block in-ordinate use of resources exposed via
commands or services.

In one embodiment, an issue detected by this system may
include a consumer making hundreds of thousands of search
queries with “dvd” as akeyword. This may cause an immense
load on a Search Processing Back End. While making “hun-
dreds of thousands” of search queries is fine by itself, the fact
that all of them are querying the heavy keyword “dvd” can
cause the Search Processing Back End to break down.

It should be noted that at particular points, the description
may provide features or actions that are indicated as manda-
tory, e.g., described using terms such as “must” or “required”
or “necessary” etc. Such features apply to particular embodi-
ments, and features that are mandatory in some embodiments
may not be mandatory in other embodiments.

What is claimed is:

1. A method comprising:

receiving a search request associated with a consumer

identifier and a search term;

determining a predicted weight of the search request based

at least on the search term;
updating a usage history corresponding to the consumer
identifier, based on the predicted weight of the search
request and an actual weight of the search request;

calculating, using a processor, a usage level associated with
the consumer identifier, the usage level based on a pat-
tern identified in the usage history associated with the
consumer identifier; and

responding to the search request based on the usage level

and the predicted weight of the search request in accor-
dance with a usage policy.

2. The method of claim 1, wherein the predicted weight of
the search request is determined based on at least one of a type
of the search request and parameters associated with the
search request.

3. The method of claim 1, wherein the usage policy is based
on a change in response time associated with the consumer
identifier over a time period.

4. The method of claim 1, wherein responding to the search
request comprises rejecting the request.

5. The method of claim 1, further comprising updating the
usage level associated with the consumer identifier based on
an actual weight of the search request.

6. The method of claim 1, wherein the request comprises
the consumer identifier and a resource identifier.

7. A system comprising one or more modules implemented
by one or more processors and configured to:

receive a search request associated with a consumer iden-

tifier and a search term;

determine a predicted weight of the search request based at

least in part on the search term;

update a usage history corresponding to the consumer

identifier, based on the predicted weight of the search
request and an actual weight of the search request;



US 9,058,210 B2

9

calculate a usage level associated with the consumer iden-
tifier, the usage level based on a pattern identified in the
usage history associated with the consumer identifier;
and

respond to the request based on the usage level and the

predicted weight of the search request in accordance
with a usage policy.

8. The system of claim 7, wherein the usage policy is based
on a change in response time associated with the consumer
identifier over a time period.

9. The system of claim 7, wherein the enforcer module is
further configured to reject the search request.

10. The system of claim 7, wherein the usage module is
further configured to update the usage level associated with
the consumer identifier based on an actual weight of the
search request.

11. The system of claim 7, wherein the search request
comprises the consumer identifier and a resource identifier.

12. A non-transitory machine-readable medium compris-
ing stored instructions, wherein the instructions, when
executed, cause a machine to perform operations, compris-
ing:

receiving a search request associated with a consumer

identifier and a search term;

determining a predicted weight of the search request based

at least in part on the search term;
updating a usage history corresponding to the consumer
identifier, based on the predicted weight of the search
request and an actual weight of the search request;

calculating a usage level associated with the consumer
identifier, the usage level based on a pattern identified in
the usage history associated with the consumer identi-
fier; and

responding to the search request based on the usage level

and the predicted weight in accordance with a usage
policy.

13. The non-transitory machine-readable medium of claim
12, wherein the predicted weight of the search request is
based on responding to a plurality of previous search
requests.

14. The non-transitory machine-readable medium of claim
12, the machine-readable medium further comprising stored
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instructions, wherein the instructions, when executed, cause a
machine to update the usage history associated with the con-
sumer identifier based on the search request.

15. A system, comprising:

means for receiving a search request associated with a

consumer identifier and a search term;
means for determining a predicted weight of the search
request, based at least in part on the search term;

means for updating a usage history corresponding to the
consumer identifier, based on the predicted weight of the
search request and an actual weight of the search
request;

means for calculating, using a processor, a usage level

associated with the consumer identifier, the usage level
based on a pattern identified in the usage history associ-
ated with the consumer identifier; and

means for responding to the search request based on the

predicted weight of the search request and the first usage
level in accordance with a usage policy.

16. The system of claim 15, further comprising:

means for updating the usage history associated with the

consumer identifier based on the search request.

17. The method of claim 1, wherein the updating of the
usage history corresponding to the consumer identifier is
further based on a response time, a request type, and a request
parameter.

18. The system of claim 7, wherein the updating of the
usage history corresponding to the consumer identifier is
further based on a response time, a request type, and a request
parameter.

19. The non-transitory machine-readable medium of claim
12, wherein the updating of the usage history corresponding
to the consumer identifier is further based on a response time,
a request type, and a request parameter.

20. The system of claim 15, wherein the means for updat-
ing the usage history corresponding to the consumer identifier
updates the usage history corresponding to the consumer
identifier based on a response time, a request type, and a
request parameter.



